September 19, 2022

ATTORNEY GENERAL RAOUL JOINS COALITION CALLING ON FCC TO CRACK DOWN ON
FRAUDULENT ROBOCALLS

Chicago — Attorney General Kwame Raoul today joined a bipartisan coalition of 51 attorneys general in
calling on the Federal Communications Commission (FCC) to require telephone providers that route calls
across the United States telephone network to implement more rigorous measures to prevent illegal and
fraudulent robocalls.

“Robocalls are a continued source of frustration for Illinoisans, and we must utilize every tool at our disposal
to curb these calls that cost residents time and money,” Raoul said. “I urge the FCC to adopt these
expanded rules to ensure all telecommunications companies are working to reduce the number of fraudulent
calls entering the United States.”

According to Raoul and the coalition, illegal robocalls cost consumers, law enforcement and the
telecommunications industry approximately $13.5 billion every year, with calls often originating from
overseas scam actors who spoof United States-based phone numbers. While the FCC recently required
phone companies that allow robocalls onto the United States telephone network to do more to keep them
out, the agency is now proposing expanding many of these rules.

In their letter to the FCC, Raoul and the coalition express support for the FCC proposal to extend the
implementation of STIR/SHAKEN, a caller ID authentication technology that helps prevent spoofed calls, to
all “intermediate” phone providers in the United States. Currently, only providers that originate call traffic
are required to implement STIR/SHAKEN. The coalition also urges the FCC to require providers to adopt
additional measures to cut down on illegal and fraudulent robocalls, including responding to law enforcement

traceback requests within 24 hours and blocking illegal traffic as soon as possible.

Raoul and the coalition note the importance of uniform robocall mitigation practices to stem the tide of
illegal and fraudulent robocalls.

Attorney General Raoul has been a consistent advocate for protections against illegal robocalls. Just last
month, Raoul announced Illinois would be joining the nationwide Anti-Robocall Litigation Task Force to investigate

and take legal action against the telecommunications companies responsible for bringing a majority of
foreign robocalls into the United States. In 2020, Raoul joined a coalition of 33 attorneys general in filing a brief in the
U.S. Supreme Court defending the anti-robocall provisions of the Telephone Consumer Protection Act. In
August 2019, Raoul joined a bipartisan coalition of attorneys general from all 50 states and Washington D.C. in

partnering with 12 phone companies to create a set of principles for telecom companies to fight robocalls. In
June 2019, Raoul, in cooperation with the Federal Trade Commission, announced a major crackdown on
robocalls that included 94 actions targeting operations around the country that were responsible for more
than 1 billion calls. Raoul has also submitted comments to the FCC urging the adoption of its proposed rules
on enforcement against caller ID spoofing.

Joining Raoul in sending the comment letter are the attorneys general of Alabama, Alaska, Arizona,
Arkansas, California, Colorado, Connecticut, Delaware, the District of Columbia, Florida, Georgia, Guam,
Hawaii, Idaho, Indiana, Iowa, Kansas, Kentucky, Louisiana, Maine, Maryland, Massachusetts, Michigan,
Minnesota, Mississippi, Missouri, Nebraska, Nevada, New Hampshire, New Jersey, New Mexico, New York,
North Carolina, North Dakota, Ohio, Oklahoma, Oregon, Pennsylvania, Rhode Island, South Carolina, South
Dakota, Tennessee, Texas, Utah, Vermont, Virginia, Washington, West Virginia, Wisconsin and Wyoming.


https://illinoisattorneygeneral.gov/pressroom/2022_09/Reply%20Comments%20from%2051%20AGs%20re%20Intermediate%20Providers_CG%2017-59%20and%20WC%2017-97%20Sept%202022.pdf
https://illinoisattorneygeneral.gov/pressroom/2022_08/20220802b.html
https://illinoisattorneygeneral.gov/pressroom/2020_03/20200303d.html
https://illinoisattorneygeneral.gov/pressroom/2019_08/20190822c.html
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REPLY COMMENTS OF FIFTY-ONE (51)
STATE ATTORNEYS GENERAL

I Introduction

The undersigned State Attorneys General (“State AGs”) submit
these Reply Comments in response to the public notice issued by the
Consumer and Governmental Affairs and Wireline Competition Bureaus,’
seeking comment on the Federal Communication Commission’s
(“Commission”) proposals to expand rules focusing on gateway providers
“to cover other providers in the call path, along with additional steps to

protect American consumers from all illegal calls, whether they originate

domestically or abroad.”?

! See Advanced Methods to Target and Eliminate Unlawful Robocalls, Call
Authentication Trust Anchor, CG Docket No. 17-59, WC Docket No. 17-97,
Seventh Further Notice of Proposed Rulemaking in CG Docket No. 17-59 & Fifth
Further Notice of Proposed Rulemaking in WC Docket No. 17-97, FCC 22-37
(May 19, 2022) [hereinafter May 2022 FNPRM].

2Id. at 64 9 157.
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Like the Commission, many of our offices report that “unwanted calls, including illegal
robocalls, are consistently . . . a top source of consumer complaints.”® Moreover, as the
Commission recognizes, illegal robocalls cost law enforcement, the telecommunications industry,
and, most importantly, our constituents, approximately $13.5 billion every year.* In 2021,
American consumers, including seniors, persons with disabilities, and other wvulnerable
populations, were bilked out of $830 million via fraud perpetrated over the phone and/or through
text messages.® In many cases, the perpetrators of this fraud are foreign actors gaining access to
the U.S. phone network through international gateway providers.® Based upon consumer
complaints filed with our offices, these fraudulent, foreign-originated robocalls often involve
caller ID spoofing of U.S.-based phone numbers. Yet, without assistance from willing domestic

providers to deliver illegal robocalls, these calls would never reach Americans.

% See Advanced Methods to Target and Eliminate Unlawful Robocalls, Call Authentication Trust Anchor,
Fifth Further Notice of Proposed Rulemaking in CG Docket No. 17-59 & Fourth Further Notice of Proposed
Rulemaking in WC Docket No. 17-97, FCC 22-37, at 2 | 4 (October 1, 2021) [hereinafter October 2021
FNPRM].

“1d.; see also id. at 4 1 9 (finding that when an entity spoofs a large number of calls in a robocall campaign,
it causes harm to subscribers, to consumers receiving the spoofed calls, and to the terminating carriers who
incur increased costs due to consumer complaints).

® This number is reached by combining amounts lost to fraud by phone call ($699 million) with amounts
lost by text ($131 million). See Federal Trade Commission, Fraud Reports by Contact Method, Year: 2021,
FTC CONSUMER SENTINEL NETWORK (data as of June 30, 2022)
https://public.tableau.com/app/profile/federal.trade.commission/viz/FraudReports/L ossesContactMethods
(Loss & Contact Methods tab, Year 2021).

® October 2021 FNPRM, supra note 3, at 1213 11 26, 27, 28 (recognizing that a large portion of unlawful
robocalls made to U.S. telephone numbers originate outside of the U.S.; that most foreign-originated
fraudulent traffic uses a U.S. number in the caller ID field that is transmitted and displayed to the U.S. call
recipient; that illegal, foreign-originated robocalls can only reach U.S. consumers after they pass through a
gateway provider that is unwilling or unable to block such traffic; and that the Commission’s Enforcement
Bureau has repeatedly identified gateway providers as playing a key role in routing illegal robocall traffic
into the U.S.).
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The May 19, 2022, Gateway Provider Report and Order’was an important step toward
cutting the strings that form the nets that these illegal robocallers cast over Americans. However,
illegal robocalls continue to reach consumers, and the next logical step is to require all U.S.-based
intermediate® providers, whether they are accepting and routing a call as a gateway provider or as
a non-gateway intermediate provider, to authenticate Caller 1D information consistent with
STIR/SHAKEN for calls carrying a U.S. number in the caller ID field, and to implement many of
the meaningful robocall mitigation practices that are now required of gateway providers.

To this end, and consistent with recent Reply Comments filed with the Commission by
State AGs related to these issues,® State AGs support the Commission’s current proposals to extend
STIR/SHAKEN authentication protocols to all U.S. intermediate providers as described in the

May 2022 FNPRM.? lllegal robocallers depend upon a relatively small number of unscrupulous

 Advanced Methods to Target and Eliminate Unlawful Robocalls, Call Authentication Trust Anchor, CG
Docket No. 17-59, WC Docket No. 17-97, Sixth Report and Order in CG Docket No. 17-59 & Fifth Report
and Order in WC Docket No. 17-97, FCC 22-37, at 10 19 (May 20, 2022).

8 For use in these Reply Comments, we adopt the Commission’s proposed definition of “intermediate
provider” to mean “any entity that [carries] or processes traffic that traverses or will traverse the [public
switched telephone network (PSTN)] at any point insofar as that entity neither originates nor terminates
that traffic.” See May 2022 FNPRM, supranote 1,at 34 n.1.

% See, e.g., Reply Comments of Fifty-One (51) State Attorneys General, Numbering Policies for Modern
Communications, WC Docket No. 13-97, Telephone Number Requirements for IP-Enabled Service
Providers, WC Docket No. 07-243, Implementation of TRACED Act Section 6(a)-Knowledge of Customers
by Entities with Access to Numbering Resources, WC Docket No. 20-67, Process Reform for Executive
Branch Review of Certain FCC Applications and Petitions Involving Foreign Ownership, IB Docket
No. 16-155, filed Nov. 15, 2021 (supporting the Commission’s proposals to reduce access to numbering
resources by potential perpetrators of illegal robocalls); Reply Comments of Fifty-One (51) State Attorneys
General, Call Authentication Trust Anchor, WC Docket No. 17-97, filed Aug. 9, 2021 [hereinafter August
2021 Reply Comments] (encouraging Commission to require small voice service providers that flood the
U.S. telephone network with illegal robocalls to implement STIR/SHAKEN caller ID authentication as
soon as possible); Reply Comments of Fifty-One (51) State Attorneys General, Advanced Methods to
Target and Eliminate Unlawful Robocalls, CG Docket No. 17-59, Call Authentication Trust Anchor, WC
Docket No. 17-97, filed Jan. 10, 2022 [hereinafter January 2022 Reply Comments] (encouraging
Commission to require gateway providers that flood the U.S. telephone network with illegal robocalls to
implement STIR/SHAKEN caller ID authentication as soon as possible).

10 May 2022 FNPRM, supra note 1, at 64 11 158, 160-73.
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VolP providers who integrate their call traffic into the larger body of legitimate call traffic where
it becomes more difficult to detect and stop. STIR/SHAKEN authentication protocols require calls
to carry information which identifies the provider who originated the call and attests to whether
that provider knows the subscriber who placed the call and if they know the subscriber is
authorized to use the calling number. Importantly, requiring all intermediate providers to comply
with STIR/SHAKEN so that they no longer strip this information from calls will both assist
downstream voice service providers who can prevent known sources of illegal robocalls from
abusing their networks,! and assist State AGs in targeting those individuals and companies that
are responsible for, and participate in, an enterprise that robs Americans of the freedom to answer
their phones and continues to cause billions of dollars in losses.

Because we are mindful that there is no “silver bullet” solution to curb the scourge of illegal
and fraudulent robocalls, State AGs also fully support the Commission’s proposal to expand to all
domestic providers the requirement to implement affirmative and effective mitigation practices.
The Commission’s current proposal to require all U.S.-based intermediate providers to implement
both STIR/SHAKEN authentication protocols and robocall mitigation practices are common-sense
next steps in the effort to meaningfully mitigate illegal and fraudulent robocall traffic on a

larger scale.

1 The FCC permits call-blocking programs based on reasonable analytics including “information about the
originating provider, such as whether it has been a consistent source of unwanted robocalls and whether it
appropriately signs calls under the SHAKEN/STIR framework.” Declaratory Ruling and Third Further
Notice of Proposed Rulemaking, In the Matter of Advanced Methods to Target and Eliminate Unlawful
Robocalls, CG Docket No. 17-59, Call Authentication and Trust Anchor, WC Docket No. 17-97, adopted
June 6, 2019, at 1 35.
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1. The Commission Should Extend Current STIR/SHAKEN Gateway Obligations to All
Domestic Intermediate Providers

The Commission proposes extending the call authentication requirements beyond gateway
providers to all domestic intermediate providers in the call path.'? STIR/SHAKEN provides
increased protections for consumers against receiving illegally spoofed calls, but only with true
end-to-end, universal implementation of STIR/SHAKEN protocols by all voice service
providers.t® If providers along the call path are obligated to refuse calls from providers that fail to
comply with STIR/SHAKEN, it will be more difficult, and costly, for bad actors to find providers
that are still willing to route their illegal and fraudulent call traffic. This is a win for consumers,
since “illegal robocalls will continue so long as those initiating and facilitating them can get away
with and profit from it.”*

Relatedly, State AGs respectfully urge the Commission to adopt its proposed rules to
establish deadlines for intermediate providers to implement STIR/SHAKEN authentication
obligations as soon as possible.® As the Commission recognizes in its proposal,’® many

intermediate providers accept call traffic as gateway providers and should have already

12 May 2022 FNPRM, supra note 1, at 63 1 158.

13 August 2021 Reply Comments, supra note 9, at 3; see also Reply Comments of Fifty-One (51) State
Attorneys General, Advanced Methods to Target and Eliminate Unlawful Robocalls, CG Docket No. 17-59,
Call Authentication Trust Anchor, WC Docket 17-97, filed Aug. 23, 2019, at 46 (supporting the
Commission in taking regulatory action against those providers who fail to implement STIR/SHAKEN and
supporting the prohibition of domestic voice service providers from accepting voice traffic from any other
providers who fail to comply with STIR/SHAKEN); Reply Comments of Thirty-Five (35) State Attorneys
General, Advanced Methods to Target and Eliminate Unlawful Robocalls, CG Docket Number, 17-59, filed
Oct. 8, 2018, at 4-5 (urging the Commission to explore ways to encourage all domestic and international
service providers to aggressively implement STIR/SHAKEN).

14 CHRIS FRASCELLA & MARGOT SAUNDERS, SCAM ROBOCALLS TELECOM PROVIDERS PROFIT 18 (Nat’l
Consumer L. Ctr. And Electronic Privacy Info. Ctr. 2022) (quoting Statement of Commissioner Geoffrey
Starks, Call Authentication Trust Anchor, WC Docket No. 17-97, FCC 21-105, filed Sept. 30, 2021).

15 May 2022 FNPRM, supra note 1, at 66 1 169.
16 1d. at 65 1 165, 166.
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implemented STIR/SHAKEN pursuant to the Commission’s May 19, 2022 Order.

Further, the absence of a mandate that obligates all U.S.-based intermediate providers to
implement STIR/SHAKEN overlooks the lessons learned and reflected in the Commission’s prior
decision to reconsider an initial two-year blanket extension?’ that expanded the original June 30,
2021 STIR/SHAKEN industry-wide implementation deadline to June 30, 2023 for a subset of
small voice service providers. As the Commission learned from its previous experience, the longer
this tier of providers is excused from having to shoulder the same authentication responsibilities
as those providers above them in the call path, the more heightened the risk that an insulated subset
of small voice service providers will continue to accept and route “an especially large amount of
[illegal] robocall traffic.”'® State AGs have been consistent in our call for the Commission to
require voice service providers along the call path to implement STIR/SHAKEN without delay,

and we do so again here.*®

7 In March 2021, pursuant to the mandates of the TRACED Act, voice service providers had until June 30,
2021, to implement STIR/SHAKEN. See Call Authentication Trust Anchor, WC Docket No. 17-97, Report
and Order and Further Notice of Proposed Rulemaking, 35 FCC Rcd 3241, 3257-58 {{ 32-35 (rel. Mar.
31, 2020); 47 CFR § 64.6301. Small voice service providers were granted a two-year extension to June 30,
2023. See Call Authentication Trust Anchor, WC Docket No. 17-97, Second Report and Order, 36 FCC
Rcd 1859, 1876 1 38 (rel. Oct. 1, 2020).

18 See Call Authentication Trust Anchor, WC Docket No. 17-97, Third Further Notice of Proposed
Rulemaking, FCC 21-62, at 2 11 (May 21, 2021).

19 See, e.g., Reply Comments of Fifty-One (51) State Attorneys General, Numbering Policies for Modern
Communications, WC Docket No. 13-97, Telephone Number Requirements for IP-Enabled Service
Providers, WC Docket No. 07-243, Implementation of TRACED Act Section 6(a) — Knowledge of
Customers by Entities with Access to Numbering Resources, WC Docket No. 20-67, Process Reform for
Executive Branch Review of Certain FCC Applications and Petitions Involving Foreign Ownership,
IB Docket No. 16-155, filed Nov. 15, 2021 (supporting the Commission’s proposals to reduce access to
numbering resources by potential perpetrators of illegal robocalls); August 2021 Reply Comments, supra
note 9 (encouraging Commission to require small voice service providers that flood the U.S. telephone
network with illegal robocalls to implement STIR/SHAKEN caller 1D authentication as soon as possible);
January 2022 Reply Comments, supra note 9 (encouraging Commission to require gateway providers that
flood the U.S. telephone network with illegal robocalls to implement STIR/SHAKEN caller 1D
authentication as soon as possible).
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I1l. The Commission Should Extend Certain Robocall Mitigation Duties to All Domestic
Providers in the Call Path

The Commission further proposes to obligate all domestic intermediate providers to adopt
affirmative mitigation programs, including a 24-hour traceback response requirement, mandatory
call blocking, and a general duty to mitigate illegal robocalls.?’ State AGs support each of these
proposals as set out by the Commission. Consistent application of these obligations for all
providers in the call path would close the loophole?! that allows some providers to abdicate or
shirk what should be a shared responsibility among providers to mitigate the continued deluge of
illegal robocalls.

A. 24-Hour Traceback Requirement

Currently, all gateway providers must respond fully to all traceback requests from the
Commission, civil or criminal law enforcement, as well as the industry traceback consortium,
within 24 hours of receiving a request.?> The Commission proposes (1) extending this requirement
to all domestic intermediate providers in the call path,?® and (2) seeks feedback on whether to
“adopt an approach to traceback based on [the] volume of requests received, rather than position
in the call path, or size of provider” in a “tiered” approach.?* The proposed tiered approach to
traceback response obligations would require providers with, for example, fewer than 10 traceback
requests per month to respond “in a timely manner” without the need to respond within 24 hours,
between 10 and 99 traceback requests per month to “maintain an average 24-hour response,” and

100 or more traceback requests a month to consistently respond to tracebacks within 24 hours.

20 May 2022 FNPRM, supra note 1, at 63 1 158.
211d. 6869 § 175.

22 1d. at 30 ] 65.

23 1d. at 69 ] 177.

241d. at 69 ] 179.
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State AGs unequivocally support the extension of the 24-hour traceback response
requirement to all domestic intermediate providers. As the Commission recognizes, “traceback is
an essential part of identifying the source of illegal calls,” wherein “time is of the essence . . .
particularly for foreign-originated calls where . . . law enforcement may need to work with
international regulators to obtain information from providers outside of U.S. jurisdiction.”?®
However, State AGs discourage the Commission from adopting a tiered approach to the timelines
for compliance with the traceback requirement.

Instead, State AGs support uniformly expanding the existing 24-hour response requirement
for traceback obligations on gateway providers to all domestic providers. A uniform requirement
is clear and equitable. Further, the 24-hour response time is not overly burdensome to providers
in the context of the crisis this country experiences daily in the tsunami of illegal robocalls.
Moreover, the information that is required for a provider to comply with a traceback request can
be found by accessing data that is automatically generated for every call routed to and from every
provider in the normal course of business. This data is used by providers as a basis for billing,
among other things.?® Yet, since these records are not retained for consistent periods of time or
with any predictability or regularity across providers in the industry, a shortened timeframe for
traceback responses for all providers will increase the likelihood that this data, which is both

critical and ephemeral, will be preserved to enable providers to respond to time-mandated,

2% October 2021 FNPRM, supra note 3, at 21 { 52.

26 NATIONAL ASSOCIATION OF ATTORNEYS GENERAL, COMMENTS OF FORTY-THREE (43) STATE
ATTORNEYS GENERAL: TELEMARKETING SALES RULE (16 C.F.R. PART 310—NPRM)
(PROJECT No. 411001) 6 (2022) [hereinafter Aug. 2022 FTC Comments] (supporting the FTC’s proposed
amendments to the Telemarketing Sales Rule that would impose additional recordkeeping requirements on
telemarketers and sellers, including retention requirements for call detail records).
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ministerial requests designed to curtail illegal robocalls.?” For these reasons, State AGs support
extending a uniform 24-hour traceback requirement to all domestic intermediate providers.

B. Mandatory Blocking Following Commission Notification and Mandatory
Downstream Provider Blocking

The Commission proposes requiring all domestic providers in the call path to block, rather
than “simply effectively mitigate,” illegal traffic when notified of such traffic by the Commission,
regardless of whether that traffic originates abroad or domestically.?® State AGs support this
common-sense requirement. Requiring all domestic providers in the call path to block illegal
traffic will provide safeguards to stop or reduce known illegal or fraudulent calling campaigns
from reaching consumers, including those who are most vulnerable. State AGs agree with the
Commission’s insight that a lack of consistency in blocking obligations for identified illegal
robocall traffic across provider types or roles could allow for unintended loopholes that a single,
uniform rule would protect against.?® Further, when the Commission has identified illegal traffic,
a rule requiring anything short of uniform blocking of that identified illegal traffic would only
afford protections to those profiting off of that illegal traffic, and exacerbate the harm those calls
can, and will, bring to the nation’s consumers. Thus, because there is no common sense reason to
exempt a provider from blocking illegal robocall traffic upon notification to do so by the
Commission as described in this Notice, State AGs support the Commission’s proposal to mandate

uniform blocking of this illegal traffic.

27 d.
28 May 2022 FNPRM, supra note 1, at 70 § 181.
29 1d.
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C. General Mitigation Standards and the Robocall Mitigation Database

The Commission further proposes extending a general mitigation standard obligation to
voice service providers that have implemented STIR/SHAKEN in the IP portions of their
networks, and to all domestic intermediate providers.*® This obligation would include a duty for
voice service providers to take “reasonable steps” to avoid originating or terminating illegal
robocall traffic, and a duty for intermediate providers to take “reasonable steps” to avoid carrying
or processing this traffic. Since robocallers and those who enable them often adapt to circumvent
specific safeguards targeting illegal traffic,3! State AGs agree with the Commission’s proposal to
implement a general mitigation obligation for all domestic intermediate providers. This will serve
as an “effective backstop” to ensure robocallers “cannot evade any granular requirements” adopted
by the Commission.3?

The Commission’s proposed general mitigation standard would also include an obligation
for all domestic intermediate providers to file a mitigation plan along with a certification in the
Robocall Mitigation Database, which plan must include substantive, detailed practices one could
reasonably expect would reduce illegal robocall traffic.3® State AGs support this proposed
requirement, and agree that such an obligation should conform to the obligations that currently
apply to gateway providers, namely: (1) certification as to the status of STIR/SHAKEN
implementation and robocall mitigation efforts on their networks; (2) contact information for a

person responsible for addressing robocall mitigation-related issues; and (3) a detailed description

%0d. at 72 9 188.

31 October 2021 FNPRM, supra note 3, at 32 1 91.
%2 May 2022 FNPRM, supra note 1, at 72 § 188.
4.
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of their robocall mitigation practices.®*

We further support implementing a requirement that would obligate all domestic providers
to “explain what steps they are taking to ensure that the immediate upstream provider is not using
their network to transmit illegal calls.”3® Just as STIR/SHAKEN is only truly effective when it is
implemented end-to-end, mitigation practices are only effective when providers are accountable
and proactive, end-to-end, along the call path. The Commission’s proposal to require providers to
be able to “explain” how they are proactively working to mitigate illegal robocall traffic is a
reasonable request for any legitimate provider. This obligation should not be overly burdensome
for any provider who is committed to consistently keeping illegal traffic off of its network, and
State AGs support this proposal.

Moreover, extending these additional mitigation requirements to all domestic providers
will also simplify rules for all stakeholders in the robocall ecosystem, subjecting them to the same
obligations for all calls, regardless of the providers’ respective roles in the call path.
Additionally, the application of these requirements industry-wide will enhance the effectiveness
of law enforcement efforts pertaining to illegal robocalls.

Finally, State AGs support the shortest compliance deadlines proposed by the Commission
for each proposal in this Notice.®” Consumers in our states are eager to see solutions. In fact, they
deserve solutions. The sooner the requirements can be implemented industry-wide, the sooner our
consumers, and the providers themselves, will benefit from these enhanced protections and

guardrails.

% 1d. at 75 1 197.
% 1d. at 75 1 197.
% 1d. at 74 1 193.
371d. at 74 1 194.
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IV.  Conclusion

The undersigned State AGs commend the Commission’s current proposals to expand
obligations to implement Caller ID authentication protocols and specific mitigation efforts to all
intermediate domestic providers. Such regulatory symmetry enhances legal clarity and fairness in
rule implementation. Imposing consistent obligations on all stakeholders will help law
enforcement readily identify and prosecute the bad actors who regularly seek to profit from the
illegal robocalls that the nation uniformly abhors.

As with other specific measures adopted in the past, State AGs recognize that the
Commission’s proposed actions, including mandatory call blocking, will not completely eradicate
the illegal robocall epidemic. However, we are confident that the proposals under consideration
will help bring bad actors to account. State AGs remain committed to working together, and with
the FCC, to combat illegal robocalls, and support the meaningful proposals under consideration
by the Commission.

BY FIFTY-ONE (51) STATE ATTORNEYS GENERAL.:
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ﬁ" Press Releases

August 2, 2022

ATTORNEY GENERAL RAOUL ANNOUNCES THE FORMATION OF A NATIONWIDE ANTI-ROBOCALL LITIGATION TASK
FORCE

Attorneys General Form a National Bipartisan Task Force to Combat Robocalling

Chicago — Attorney General Kwame Raoul today announced that Illinois is joining a nationwide Anti-Robocall Litigation Task Force
of 50 state attorneys general to investigate and take legal action against the telecommunications companies responsible for
bringing a majority of foreign robocalls into the United States. This bipartisan national task force has one goal: to cut down on
illegal robocalls.

“Robocalls aren’t just an Illinois problem. They are a nationwide problem. That is why I am proud to join my fellow attorneys
general in launching this task force,” Raoul said. "Robocalls cost consumers time and money, as well as violate their privacy. I will
continue to protect the rights of Illinois consumers by fighting against this illegal practice.”

The task force has issued 20 civil investigative demands to 20 gateway providers and other entities that are allegedly responsible
for a majority of foreign robocall traffic. Gateway providers that bring foreign traffic into the U.S. telephone network have a
responsibility to ensure the traffic is legal, but these providers are not taking sufficient action to stop robocall traffic. In many
cases, they appear to be intentionally turning a blind eye in return for steady revenue. The task force will focus on the bad actors
throughout the telecommunications industry, to help reduce the number of robocalls that Illinois residents receive, which will also
benefit the companies that are following the rules.

Raoul is committed to stopping illegal and unwanted calls. According to the National Consumer Law Center and Electronic Privacy
Information Center, over 33 million scam robocalls are made to Americans every day. These scam calls include Social Security
Administration fraud against seniors, Amazon scams against consumers, and many other scams targeting all consumers, including
some of our most vulnerable residents. An estimated $29.8 billion was stolen through scam calls in 2021. Most of this scam
robocall traffic originates overseas. The task force is focused on shutting down the providers that profit from this illegal scam traffic
and refuse to take steps to otherwise mitigate these scam calls.

Attorney General Raoul offers the following tips to avoid scams and unwanted calls:

e Be wary of callers who specifically ask you to pay by gift card, wire transfer or cryptocurrency. For example, the Internal
Revenue Service does not accept iTunes gift cards.

e Look out for prerecorded calls from imposters posing as government agencies. Typically, the Social Security Administration
does not make phone calls to individuals.

o If you suspect fraudulent activity, immediately hang-up and do not provide any personal information.

e You can file a consumer complaint about scam or unwanted calls with the Attorney General’s Consumer Protection Division

at https://ccformsubmission.ilag.gov/.

Attorney General Raoul has been a consistent advocate for protections against illegal robocalls. In 2022, Raoul joined a coalition of
33 attorneys general in filing a brief in the U.S. Supreme Court defending the anti-robocall provisions of the Telephone Consumer
Protection Act. In August 2019, Raoul joined a bipartisan coalition of attorneys general from all 50 states and Washington D.C. in
partnering with 12 phone companies to create a set of principles for telecom companies to fight robocalls. In June 2019, Raoul, in
cooperation with the Federal Trade Commission, announced a major crackdown on robocalls that included 94 actions targeting
operations around the country that were responsible for more than 1 billion calls. Raoul has also submitted comments to the
Federal Communications Commission urging the adoption of its proposed rules on enforcement against caller ID spoofing.
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REPLY COMMENTS OF FIFTY-ONE (51)
STATE ATTORNEYS GENERAL

I Introduction

The undersigned State Attorneys General (“State AGs”) submit
these Reply Comments in response to the public notice issued by the
Consumer and Governmental Affairs and Wireline Competition Bureaus,’
seeking comment on the Federal Communication Commission’s
(“Commission”) proposals to expand rules focusing on gateway providers
“to cover other providers in the call path, along with additional steps to

protect American consumers from all illegal calls, whether they originate

domestically or abroad.”?

! See Advanced Methods to Target and Eliminate Unlawful Robocalls, Call
Authentication Trust Anchor, CG Docket No. 17-59, WC Docket No. 17-97,
Seventh Further Notice of Proposed Rulemaking in CG Docket No. 17-59 & Fifth
Further Notice of Proposed Rulemaking in WC Docket No. 17-97, FCC 22-37
(May 19, 2022) [hereinafter May 2022 FNPRM].

2Id. at 64 9 157.
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Like the Commission, many of our offices report that “unwanted calls, including illegal
robocalls, are consistently . . . a top source of consumer complaints.”® Moreover, as the
Commission recognizes, illegal robocalls cost law enforcement, the telecommunications industry,
and, most importantly, our constituents, approximately $13.5 billion every year.* In 2021,
American consumers, including seniors, persons with disabilities, and other wvulnerable
populations, were bilked out of $830 million via fraud perpetrated over the phone and/or through
text messages.® In many cases, the perpetrators of this fraud are foreign actors gaining access to
the U.S. phone network through international gateway providers.® Based upon consumer
complaints filed with our offices, these fraudulent, foreign-originated robocalls often involve
caller ID spoofing of U.S.-based phone numbers. Yet, without assistance from willing domestic

providers to deliver illegal robocalls, these calls would never reach Americans.

% See Advanced Methods to Target and Eliminate Unlawful Robocalls, Call Authentication Trust Anchor,
Fifth Further Notice of Proposed Rulemaking in CG Docket No. 17-59 & Fourth Further Notice of Proposed
Rulemaking in WC Docket No. 17-97, FCC 22-37, at 2 | 4 (October 1, 2021) [hereinafter October 2021
FNPRM].

“1d.; see also id. at 4 1 9 (finding that when an entity spoofs a large number of calls in a robocall campaign,
it causes harm to subscribers, to consumers receiving the spoofed calls, and to the terminating carriers who
incur increased costs due to consumer complaints).

® This number is reached by combining amounts lost to fraud by phone call ($699 million) with amounts
lost by text ($131 million). See Federal Trade Commission, Fraud Reports by Contact Method, Year: 2021,
FTC CONSUMER SENTINEL NETWORK (data as of June 30, 2022)
https://public.tableau.com/app/profile/federal.trade.commission/viz/FraudReports/L ossesContactMethods
(Loss & Contact Methods tab, Year 2021).

® October 2021 FNPRM, supra note 3, at 1213 11 26, 27, 28 (recognizing that a large portion of unlawful
robocalls made to U.S. telephone numbers originate outside of the U.S.; that most foreign-originated
fraudulent traffic uses a U.S. number in the caller ID field that is transmitted and displayed to the U.S. call
recipient; that illegal, foreign-originated robocalls can only reach U.S. consumers after they pass through a
gateway provider that is unwilling or unable to block such traffic; and that the Commission’s Enforcement
Bureau has repeatedly identified gateway providers as playing a key role in routing illegal robocall traffic
into the U.S.).
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The May 19, 2022, Gateway Provider Report and Order’was an important step toward
cutting the strings that form the nets that these illegal robocallers cast over Americans. However,
illegal robocalls continue to reach consumers, and the next logical step is to require all U.S.-based
intermediate® providers, whether they are accepting and routing a call as a gateway provider or as
a non-gateway intermediate provider, to authenticate Caller 1D information consistent with
STIR/SHAKEN for calls carrying a U.S. number in the caller ID field, and to implement many of
the meaningful robocall mitigation practices that are now required of gateway providers.

To this end, and consistent with recent Reply Comments filed with the Commission by
State AGs related to these issues,® State AGs support the Commission’s current proposals to extend
STIR/SHAKEN authentication protocols to all U.S. intermediate providers as described in the

May 2022 FNPRM.? lllegal robocallers depend upon a relatively small number of unscrupulous

 Advanced Methods to Target and Eliminate Unlawful Robocalls, Call Authentication Trust Anchor, CG
Docket No. 17-59, WC Docket No. 17-97, Sixth Report and Order in CG Docket No. 17-59 & Fifth Report
and Order in WC Docket No. 17-97, FCC 22-37, at 10 19 (May 20, 2022).

8 For use in these Reply Comments, we adopt the Commission’s proposed definition of “intermediate
provider” to mean “any entity that [carries] or processes traffic that traverses or will traverse the [public
switched telephone network (PSTN)] at any point insofar as that entity neither originates nor terminates
that traffic.” See May 2022 FNPRM, supranote 1,at 34 n.1.

% See, e.g., Reply Comments of Fifty-One (51) State Attorneys General, Numbering Policies for Modern
Communications, WC Docket No. 13-97, Telephone Number Requirements for IP-Enabled Service
Providers, WC Docket No. 07-243, Implementation of TRACED Act Section 6(a)-Knowledge of Customers
by Entities with Access to Numbering Resources, WC Docket No. 20-67, Process Reform for Executive
Branch Review of Certain FCC Applications and Petitions Involving Foreign Ownership, IB Docket
No. 16-155, filed Nov. 15, 2021 (supporting the Commission’s proposals to reduce access to numbering
resources by potential perpetrators of illegal robocalls); Reply Comments of Fifty-One (51) State Attorneys
General, Call Authentication Trust Anchor, WC Docket No. 17-97, filed Aug. 9, 2021 [hereinafter August
2021 Reply Comments] (encouraging Commission to require small voice service providers that flood the
U.S. telephone network with illegal robocalls to implement STIR/SHAKEN caller ID authentication as
soon as possible); Reply Comments of Fifty-One (51) State Attorneys General, Advanced Methods to
Target and Eliminate Unlawful Robocalls, CG Docket No. 17-59, Call Authentication Trust Anchor, WC
Docket No. 17-97, filed Jan. 10, 2022 [hereinafter January 2022 Reply Comments] (encouraging
Commission to require gateway providers that flood the U.S. telephone network with illegal robocalls to
implement STIR/SHAKEN caller ID authentication as soon as possible).

10 May 2022 FNPRM, supra note 1, at 64 11 158, 160-73.
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VolP providers who integrate their call traffic into the larger body of legitimate call traffic where
it becomes more difficult to detect and stop. STIR/SHAKEN authentication protocols require calls
to carry information which identifies the provider who originated the call and attests to whether
that provider knows the subscriber who placed the call and if they know the subscriber is
authorized to use the calling number. Importantly, requiring all intermediate providers to comply
with STIR/SHAKEN so that they no longer strip this information from calls will both assist
downstream voice service providers who can prevent known sources of illegal robocalls from
abusing their networks,! and assist State AGs in targeting those individuals and companies that
are responsible for, and participate in, an enterprise that robs Americans of the freedom to answer
their phones and continues to cause billions of dollars in losses.

Because we are mindful that there is no “silver bullet” solution to curb the scourge of illegal
and fraudulent robocalls, State AGs also fully support the Commission’s proposal to expand to all
domestic providers the requirement to implement affirmative and effective mitigation practices.
The Commission’s current proposal to require all U.S.-based intermediate providers to implement
both STIR/SHAKEN authentication protocols and robocall mitigation practices are common-sense
next steps in the effort to meaningfully mitigate illegal and fraudulent robocall traffic on a

larger scale.

1 The FCC permits call-blocking programs based on reasonable analytics including “information about the
originating provider, such as whether it has been a consistent source of unwanted robocalls and whether it
appropriately signs calls under the SHAKEN/STIR framework.” Declaratory Ruling and Third Further
Notice of Proposed Rulemaking, In the Matter of Advanced Methods to Target and Eliminate Unlawful
Robocalls, CG Docket No. 17-59, Call Authentication and Trust Anchor, WC Docket No. 17-97, adopted
June 6, 2019, at 1 35.
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1. The Commission Should Extend Current STIR/SHAKEN Gateway Obligations to All
Domestic Intermediate Providers

The Commission proposes extending the call authentication requirements beyond gateway
providers to all domestic intermediate providers in the call path.'? STIR/SHAKEN provides
increased protections for consumers against receiving illegally spoofed calls, but only with true
end-to-end, universal implementation of STIR/SHAKEN protocols by all voice service
providers.t® If providers along the call path are obligated to refuse calls from providers that fail to
comply with STIR/SHAKEN, it will be more difficult, and costly, for bad actors to find providers
that are still willing to route their illegal and fraudulent call traffic. This is a win for consumers,
since “illegal robocalls will continue so long as those initiating and facilitating them can get away
with and profit from it.”*

Relatedly, State AGs respectfully urge the Commission to adopt its proposed rules to
establish deadlines for intermediate providers to implement STIR/SHAKEN authentication
obligations as soon as possible.® As the Commission recognizes in its proposal,’® many

intermediate providers accept call traffic as gateway providers and should have already

12 May 2022 FNPRM, supra note 1, at 63 1 158.

13 August 2021 Reply Comments, supra note 9, at 3; see also Reply Comments of Fifty-One (51) State
Attorneys General, Advanced Methods to Target and Eliminate Unlawful Robocalls, CG Docket No. 17-59,
Call Authentication Trust Anchor, WC Docket 17-97, filed Aug. 23, 2019, at 46 (supporting the
Commission in taking regulatory action against those providers who fail to implement STIR/SHAKEN and
supporting the prohibition of domestic voice service providers from accepting voice traffic from any other
providers who fail to comply with STIR/SHAKEN); Reply Comments of Thirty-Five (35) State Attorneys
General, Advanced Methods to Target and Eliminate Unlawful Robocalls, CG Docket Number, 17-59, filed
Oct. 8, 2018, at 4-5 (urging the Commission to explore ways to encourage all domestic and international
service providers to aggressively implement STIR/SHAKEN).

14 CHRIS FRASCELLA & MARGOT SAUNDERS, SCAM ROBOCALLS TELECOM PROVIDERS PROFIT 18 (Nat’l
Consumer L. Ctr. And Electronic Privacy Info. Ctr. 2022) (quoting Statement of Commissioner Geoffrey
Starks, Call Authentication Trust Anchor, WC Docket No. 17-97, FCC 21-105, filed Sept. 30, 2021).

15 May 2022 FNPRM, supra note 1, at 66 1 169.
16 1d. at 65 1 165, 166.
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implemented STIR/SHAKEN pursuant to the Commission’s May 19, 2022 Order.

Further, the absence of a mandate that obligates all U.S.-based intermediate providers to
implement STIR/SHAKEN overlooks the lessons learned and reflected in the Commission’s prior
decision to reconsider an initial two-year blanket extension?’ that expanded the original June 30,
2021 STIR/SHAKEN industry-wide implementation deadline to June 30, 2023 for a subset of
small voice service providers. As the Commission learned from its previous experience, the longer
this tier of providers is excused from having to shoulder the same authentication responsibilities
as those providers above them in the call path, the more heightened the risk that an insulated subset
of small voice service providers will continue to accept and route “an especially large amount of
[illegal] robocall traffic.”'® State AGs have been consistent in our call for the Commission to
require voice service providers along the call path to implement STIR/SHAKEN without delay,

and we do so again here.*®

7 In March 2021, pursuant to the mandates of the TRACED Act, voice service providers had until June 30,
2021, to implement STIR/SHAKEN. See Call Authentication Trust Anchor, WC Docket No. 17-97, Report
and Order and Further Notice of Proposed Rulemaking, 35 FCC Rcd 3241, 3257-58 {{ 32-35 (rel. Mar.
31, 2020); 47 CFR § 64.6301. Small voice service providers were granted a two-year extension to June 30,
2023. See Call Authentication Trust Anchor, WC Docket No. 17-97, Second Report and Order, 36 FCC
Rcd 1859, 1876 1 38 (rel. Oct. 1, 2020).

18 See Call Authentication Trust Anchor, WC Docket No. 17-97, Third Further Notice of Proposed
Rulemaking, FCC 21-62, at 2 11 (May 21, 2021).

19 See, e.g., Reply Comments of Fifty-One (51) State Attorneys General, Numbering Policies for Modern
Communications, WC Docket No. 13-97, Telephone Number Requirements for IP-Enabled Service
Providers, WC Docket No. 07-243, Implementation of TRACED Act Section 6(a) — Knowledge of
Customers by Entities with Access to Numbering Resources, WC Docket No. 20-67, Process Reform for
Executive Branch Review of Certain FCC Applications and Petitions Involving Foreign Ownership,
IB Docket No. 16-155, filed Nov. 15, 2021 (supporting the Commission’s proposals to reduce access to
numbering resources by potential perpetrators of illegal robocalls); August 2021 Reply Comments, supra
note 9 (encouraging Commission to require small voice service providers that flood the U.S. telephone
network with illegal robocalls to implement STIR/SHAKEN caller 1D authentication as soon as possible);
January 2022 Reply Comments, supra note 9 (encouraging Commission to require gateway providers that
flood the U.S. telephone network with illegal robocalls to implement STIR/SHAKEN caller 1D
authentication as soon as possible).
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I1l. The Commission Should Extend Certain Robocall Mitigation Duties to All Domestic
Providers in the Call Path

The Commission further proposes to obligate all domestic intermediate providers to adopt
affirmative mitigation programs, including a 24-hour traceback response requirement, mandatory
call blocking, and a general duty to mitigate illegal robocalls.?’ State AGs support each of these
proposals as set out by the Commission. Consistent application of these obligations for all
providers in the call path would close the loophole?! that allows some providers to abdicate or
shirk what should be a shared responsibility among providers to mitigate the continued deluge of
illegal robocalls.

A. 24-Hour Traceback Requirement

Currently, all gateway providers must respond fully to all traceback requests from the
Commission, civil or criminal law enforcement, as well as the industry traceback consortium,
within 24 hours of receiving a request.?> The Commission proposes (1) extending this requirement
to all domestic intermediate providers in the call path,?® and (2) seeks feedback on whether to
“adopt an approach to traceback based on [the] volume of requests received, rather than position
in the call path, or size of provider” in a “tiered” approach.?* The proposed tiered approach to
traceback response obligations would require providers with, for example, fewer than 10 traceback
requests per month to respond “in a timely manner” without the need to respond within 24 hours,
between 10 and 99 traceback requests per month to “maintain an average 24-hour response,” and

100 or more traceback requests a month to consistently respond to tracebacks within 24 hours.

20 May 2022 FNPRM, supra note 1, at 63 1 158.
211d. 6869 § 175.

22 1d. at 30 ] 65.

23 1d. at 69 ] 177.

241d. at 69 ] 179.

Reply Comments of 51 State AGs, Intermediate Providers (CG 17-59, WC 17-97) Page 7 of 16



State AGs unequivocally support the extension of the 24-hour traceback response
requirement to all domestic intermediate providers. As the Commission recognizes, “traceback is
an essential part of identifying the source of illegal calls,” wherein “time is of the essence . . .
particularly for foreign-originated calls where . . . law enforcement may need to work with
international regulators to obtain information from providers outside of U.S. jurisdiction.”?®
However, State AGs discourage the Commission from adopting a tiered approach to the timelines
for compliance with the traceback requirement.

Instead, State AGs support uniformly expanding the existing 24-hour response requirement
for traceback obligations on gateway providers to all domestic providers. A uniform requirement
is clear and equitable. Further, the 24-hour response time is not overly burdensome to providers
in the context of the crisis this country experiences daily in the tsunami of illegal robocalls.
Moreover, the information that is required for a provider to comply with a traceback request can
be found by accessing data that is automatically generated for every call routed to and from every
provider in the normal course of business. This data is used by providers as a basis for billing,
among other things.?® Yet, since these records are not retained for consistent periods of time or
with any predictability or regularity across providers in the industry, a shortened timeframe for
traceback responses for all providers will increase the likelihood that this data, which is both

critical and ephemeral, will be preserved to enable providers to respond to time-mandated,

2% October 2021 FNPRM, supra note 3, at 21 { 52.

26 NATIONAL ASSOCIATION OF ATTORNEYS GENERAL, COMMENTS OF FORTY-THREE (43) STATE
ATTORNEYS GENERAL: TELEMARKETING SALES RULE (16 C.F.R. PART 310—NPRM)
(PROJECT No. 411001) 6 (2022) [hereinafter Aug. 2022 FTC Comments] (supporting the FTC’s proposed
amendments to the Telemarketing Sales Rule that would impose additional recordkeeping requirements on
telemarketers and sellers, including retention requirements for call detail records).
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ministerial requests designed to curtail illegal robocalls.?” For these reasons, State AGs support
extending a uniform 24-hour traceback requirement to all domestic intermediate providers.

B. Mandatory Blocking Following Commission Notification and Mandatory
Downstream Provider Blocking

The Commission proposes requiring all domestic providers in the call path to block, rather
than “simply effectively mitigate,” illegal traffic when notified of such traffic by the Commission,
regardless of whether that traffic originates abroad or domestically.?® State AGs support this
common-sense requirement. Requiring all domestic providers in the call path to block illegal
traffic will provide safeguards to stop or reduce known illegal or fraudulent calling campaigns
from reaching consumers, including those who are most vulnerable. State AGs agree with the
Commission’s insight that a lack of consistency in blocking obligations for identified illegal
robocall traffic across provider types or roles could allow for unintended loopholes that a single,
uniform rule would protect against.?® Further, when the Commission has identified illegal traffic,
a rule requiring anything short of uniform blocking of that identified illegal traffic would only
afford protections to those profiting off of that illegal traffic, and exacerbate the harm those calls
can, and will, bring to the nation’s consumers. Thus, because there is no common sense reason to
exempt a provider from blocking illegal robocall traffic upon notification to do so by the
Commission as described in this Notice, State AGs support the Commission’s proposal to mandate

uniform blocking of this illegal traffic.

27 d.
28 May 2022 FNPRM, supra note 1, at 70 § 181.
29 1d.

Reply Comments of 51 State AGs, Intermediate Providers (CG 17-59, WC 17-97) Page 9 of 16



C. General Mitigation Standards and the Robocall Mitigation Database

The Commission further proposes extending a general mitigation standard obligation to
voice service providers that have implemented STIR/SHAKEN in the IP portions of their
networks, and to all domestic intermediate providers.*® This obligation would include a duty for
voice service providers to take “reasonable steps” to avoid originating or terminating illegal
robocall traffic, and a duty for intermediate providers to take “reasonable steps” to avoid carrying
or processing this traffic. Since robocallers and those who enable them often adapt to circumvent
specific safeguards targeting illegal traffic,3! State AGs agree with the Commission’s proposal to
implement a general mitigation obligation for all domestic intermediate providers. This will serve
as an “effective backstop” to ensure robocallers “cannot evade any granular requirements” adopted
by the Commission.3?

The Commission’s proposed general mitigation standard would also include an obligation
for all domestic intermediate providers to file a mitigation plan along with a certification in the
Robocall Mitigation Database, which plan must include substantive, detailed practices one could
reasonably expect would reduce illegal robocall traffic.3® State AGs support this proposed
requirement, and agree that such an obligation should conform to the obligations that currently
apply to gateway providers, namely: (1) certification as to the status of STIR/SHAKEN
implementation and robocall mitigation efforts on their networks; (2) contact information for a

person responsible for addressing robocall mitigation-related issues; and (3) a detailed description

%0d. at 72 9 188.

31 October 2021 FNPRM, supra note 3, at 32 1 91.
%2 May 2022 FNPRM, supra note 1, at 72 § 188.
4.
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of their robocall mitigation practices.®*

We further support implementing a requirement that would obligate all domestic providers
to “explain what steps they are taking to ensure that the immediate upstream provider is not using
their network to transmit illegal calls.”3® Just as STIR/SHAKEN is only truly effective when it is
implemented end-to-end, mitigation practices are only effective when providers are accountable
and proactive, end-to-end, along the call path. The Commission’s proposal to require providers to
be able to “explain” how they are proactively working to mitigate illegal robocall traffic is a
reasonable request for any legitimate provider. This obligation should not be overly burdensome
for any provider who is committed to consistently keeping illegal traffic off of its network, and
State AGs support this proposal.

Moreover, extending these additional mitigation requirements to all domestic providers
will also simplify rules for all stakeholders in the robocall ecosystem, subjecting them to the same
obligations for all calls, regardless of the providers’ respective roles in the call path.
Additionally, the application of these requirements industry-wide will enhance the effectiveness
of law enforcement efforts pertaining to illegal robocalls.

Finally, State AGs support the shortest compliance deadlines proposed by the Commission
for each proposal in this Notice.®” Consumers in our states are eager to see solutions. In fact, they
deserve solutions. The sooner the requirements can be implemented industry-wide, the sooner our
consumers, and the providers themselves, will benefit from these enhanced protections and

guardrails.

% 1d. at 75 1 197.
% 1d. at 75 1 197.
% 1d. at 74 1 193.
371d. at 74 1 194.
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IV.  Conclusion

The undersigned State AGs commend the Commission’s current proposals to expand
obligations to implement Caller ID authentication protocols and specific mitigation efforts to all
intermediate domestic providers. Such regulatory symmetry enhances legal clarity and fairness in
rule implementation. Imposing consistent obligations on all stakeholders will help law
enforcement readily identify and prosecute the bad actors who regularly seek to profit from the
illegal robocalls that the nation uniformly abhors.

As with other specific measures adopted in the past, State AGs recognize that the
Commission’s proposed actions, including mandatory call blocking, will not completely eradicate
the illegal robocall epidemic. However, we are confident that the proposals under consideration
will help bring bad actors to account. State AGs remain committed to working together, and with
the FCC, to combat illegal robocalls, and support the meaningful proposals under consideration
by the Commission.

BY FIFTY-ONE (51) STATE ATTORNEYS GENERAL.:
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ﬁ" Press Releases

August 22, 2019

ATTORNEY GENERAL RAOUL PARTNERS WITH STATE ATTORNEYS GENERAL AND TELECOM COMPANIES IN FIGHT
AGAINST ILLEGAL ROBOCALLS

Chicago — Attorney General Kwame Raoul today announced that phone companies have agreed to adopt a set of principles to fight
illegal robocalls following discussions as part of a bipartisan, public/private coalition of 51 attorneys general and 12 phone
companies. This agreement will help protect phone users from illegal robocalls and make it easier for attorneys general to
investigate and prosecute bad actors.

"I appreciate the support and assistance from these companies in achieving our mutual goal of stopping robocalls,” Raoul said.
“This is a step in the right direction toward solving a pervasive problem that burdens people across the country. Robocalls cost
consumers time and money, as well as violate their privacy. I will continue to protect the rights of Illinois consumers by fighting
against this illegal practice.”

Over the past 18 months, Raoul and the coalition of attorneys general worked with telecom companies to investigate technological
solutions that major voice service providers were designing, developing and implementing to stop robocalls. Based on these
meetings, the coalition developed a set of eight principles the phone companies can implement that address the robocall problem in
two main ways: prevention and enforcement.

Phone companies will work to prevent illegal robocalls by:

¢ Implementing call-blocking technology at the network level at no cost to customers.

¢ Making available to customers additional, free, easy-to-use call blocking and labeling tools.
¢ Implementing technology to authenticate that callers are coming from a valid source.

e Monitoring their networks for robocall traffic.

Phone companies will assist attorneys general anti-robocall enforcement by:

¢ Knowing who their customers are, so bad actors can be identified and investigated.

e Investigating and taking action against suspicious callers - including notifying law enforcement and state attorneys general.

o Working with law enforcement, including state attorneys general, to trace the origins of illegal robocalls.

e Requiring telephone companies with which they contract to cooperate in call traceback identification, where they work
backward and attempt to identify the caller.

Going forward, phone companies will stay in close communication with the coalition of attorneys general to continue to optimize
robocall protections as technology and scammer techniques change.

This set of principles is the latest in Attorney General Raoul’s effort to curb illegal robocalls. In June, Raoul, in cooperation with the
Federal Trade Commission, announced a major crackdown on robocalls that included 94 actions targeting operations around the
country that were responsible for more than 1 billion calls. As part of that crackdown, Raoul filed a lawsuit against Glamour Services,
LLC; Awe Struck, Inc.; and Matthew Glamkowski, the manager of Glamour Services and president of Awe Struck for allegedly using
robocalling and telemarking to solicit home cleaning services since 2007. In May, Raoul submitted comments to the Federal
Communications Commission urging the adoption of its proposed rules on enforcement against caller ID spoofing.

Consumers who wish to file a complaint against a company responsible for robocalls can do so on the Attorney General’s website or
by calling Raoul’s Consumer Fraud Hotline at 1-800-243-0618. Information about how consumers can add their number to the Do
Not Call registry is also available on the Attorney General’s website.


https://illinoisattorneygeneral.gov/pressroom/2019_08/State_AGs_Providers_AntiRobocallPrinciples-WithSignatories.pdf
http://www.illinoisattorneygeneral.gov/pressroom/2019_06/2019-06-25_complaint.pdf
https://ccformsubmission.ilattorneygeneral.net/
http://www.illinoisattorneygeneral.gov/donotcall/donotcall.htm
https://illinoisattorneygeneral.gov/File-A-Complaint/index

Joining Raoul in the coalition are the attorneys general from all 50 states and Washington, D.C. The companies that joined the
coalition include AT&T, Bandwidth, CenturyLink, Charter, Comcast, Consolidated, Frontier, Sprint, T-Mobile, U.S. Cellular, Verizon,
and Windstream.
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ANTI-ROBOCALL PRINCIPLES

State Attorneys General and the undersigned voice service
providers are committed to stopping illegal and unwanted robocalls for
the American people. Therefore, state Attorneys General have engaged
voice service providers to gain their support and assistance in combatting
this pervasive problem. These Anti-Robocall Principles are the product of
this engagement.

Illegal and unwanted robocalls continue to harm and hassle people
every day. Consumer fraud often originates with an illegal call, and
robocalls regularly interrupt our daily lives. Robocalls and telemarketing
calls are the number one source of consumer complaints at many state
Attorneys General offices, as well as at both the Federal Communications
Commission and the Federal Trade Commission. State Attorneys General
are on the front lines of enforcing do-not-call laws and helping people who
are scammed and harassed by these calls.

Through law enforcement and technological developments,
respectively, state Attorneys General and voice service providers are
working to assist consumers and battle bad actors who scam consumers
and intrude upon their lives. By implementing call blocking technology,
knowing their customers, actively monitoring their networks for
robocall traffic, cooperating in investigations that trace the origins of
illegal robocalls, and integrating other practices enumerated in the
Anti-Robocall Principles, these voice service providers will aid the state
Attorneys General in identifying and prosecuting illegal robocallers.



ANTI-ROBOCALL PRINCIPLES FOR VOICE SERVICE PROVIDERS

The undersigned voice service providers declare that they will work with the undersigned
state Attorneys General by incorporating, or continuing to incorporate, these
Anti-Robocall Principles into their business practices:

Principle #1.

Principle #2.

Principle #3.

Principle #4.

Principle #5.

Principle #6.

Principle #7.

Principle #8.

Offer Free Call Blocking and Labeling. For smartphone mobile and VolIP residential
customers, make available free, easy-to-use call blocking and labeling tools and regularly
engage in easily understandable outreach efforts to notify them about these tools.
For all types of customers, implement network-level call blocking at no charge.
Use best efforts to ensure that all tools offered safeguard customers’ personal, proprietary,
and location information.

Implement STIR/SHAKEN. Implement STIR/SHAKEN call authentication.

Analyze and Monitor Network Traffic. Analyze high-volume voice network traffic to
identify and monitor patterns consistent with robocalls.

Investigate Suspicious Calls and Calling Patterns. If a provider detects a pattern
consistent with illegal robocalls, or if a provider otherwise has reason to suspect illegal
robocalling or spoofing is taking place over its network, seek to identify the party that is
using its network to originate, route, or terminate these calls and take appropriate action.
Taking appropriate action may include, but is not limited to, initiating a traceback
investigation, verifying that the originating commercial customer owns or is authorized to
use the Caller ID number, determining whether the Caller ID name sent to a receiving party
matches the customer’s corporate name, trademark, or d/b/a name, terminating the party’s
ability to originate, route, or terminate calls on its network, and notifying law enforcement
authorities.

Confirm the Identity of Commercial Customers. Confirm the identity of new
commercial VolP customers by collecting information such as physical business location,
contact person(s), state or country of incorporation, federal tax ID, and the nature of the
customer’s business.

Require Traceback Cooperation in Contracts. For all new and renegotiated contracts
governing the transport of voice calls, use best efforts to require cooperation in traceback
investigations by identifying the upstream provider from which the suspected
illegal robocall entered its network or by identifying its own customer if the call originated
in its network.

Cooperate in Traceback Investigations. To allow for timely and comprehensive
law enforcement efforts against illegal robocallers, dedicate sufficient resources to provide
prompt and complete responses to traceback requests from law enforcement and from
USTelecom’s Industry Traceback Group. ldentify a single point of contact in charge of
responding to these traceback requests, and respond to traceback requests as soon
as possible.

Communicate with State Attorneys General. Communicate and cooperate with
state Attorneys General about recognized scams and trends in illegal robocalling. Due to
the ever-changing nature of technology, update the state Attorneys General about
potential additional solutions for combatting illegal robocalls.



DEFINITIONS OF TERMS IN ANTI-ROBOCALL PRINCIPLES

The following terms are used in the attached set of Principles:

CALL AUTHENTICATION: Call authentication allows a voice service provider to
cryptographically sign call signaling information and allows the intermediate and
destination providers to validate the signature. Call authentication prevents a caller from
disguising its true identity and/or call origination. Call authentication is provided by a set
of standards called STIR/SHAKEN, which specifies this functionality for Voice over
Internet Protocol (“VoIP”) calls.

CALL BLOCKING: Call blocking consists of technologies or devices that can stop
illegal robocalls before they reach the called party. Call blocking can be implemented by
various means on a voice service provider’s network or can be activated by the consumer
through software applications or other devices or services.

CALL BLOCKING TOOLS: Call blocking tools are devices, software applications, or
services that may be pre-installed, downloaded, enabled, or manually programmed for
individual use by consumers. Call blocking tools may be offered directly by the provider
or made available through third parties.

CALL LABELING: Call labeling passes additional information about an incoming call
to the called party beyond the caller’s telephone number and caller ID name. It is typically
displayed on the landline caller ID display or the mobile device screen. The information
may display something like “spam” or “fraud alert” in text, or it may suggest the likelihood
of an unwanted call by color, score, or image. The information may be provided by the
voice service provider or by third-party software and services.

NETWORK-LEVEL CALL BLOCKING: Network-level call blocking by the voice
service provider stops calls from reaching a consumer’s landline or cellular telephone

device without the consumer taking any steps to activate, request, opt-in, opt-out, or enable
the blocking.

SHAKEN:  Signature-based Handling of Asserted information using toKENSs.
SHAKEN is an industry standard that defines how voice service providers should
implement the STIR technology to ensure that outbound or originating calling party
numbers are not illegally spoofed.

STIR: Secure Telephony Identity Revisited. STIR is the name of a standardization
working group and is commonly used to label the technology that adds cryptographic
signatures to call signaling requests. This technology prevents a caller from providing
a calling number to the receiving party that the caller is not authorized to use.



DEFINITIONS OF TERMS (continued)

e STIR/SHAKEN: STIR/SHAKEN describes a set of technical standards and operating
procedures for implementing call authentication for calls carried over an Internet Protocol
network. The STIR/SHAKEN framework will enable originating voice service providers
to attest to the validity of asserted caller IDs and sign outbound calls with a secure signature
or certificate that cannot be faked. The terminating service provider will use the security
certificate to validate that the caller ID attestation has not been compromised.

e TRACEBACK: Traceback is the process of determining the origin of a call, typically by
starting with the receiving party and terminating voice service provider and tracing
backwards through the path of the intermediate providers and, ultimately, to the originating
voice service provider and the origin of the call. Traceback can be used to find the source
of robocalls and, thus, the entities responsible for those calls.

e VoIP: Voice over Internet Protocol. VVoIP carries voice telephone calls over Internet
Protocol networks, either within and between voice service providers or to the
end customer.

DISCLAIMER

Failure to adhere to these principles is not in itself a basis for liability nor does adherence to
these principles protect or release any party from liability. Compliance with these principles
does not relieve any party from its duty to comply with state or federal laws and regulations.
Adherence to these principles may take time for the voice service providers to plan for and
implement.



AGREED to and SUPPORTED by the undersigned state Attorneys General and

voice service providers:

AT&T Services, Inc.

CenturyLink

Comcast

Bandwidth Inc.

Charter Communications, Inc.

Consolidated Communications, Inc.

Frontier Communications Corporation

T-Mobile USA

Verizon

JOSHUA H. STEIN
Attorney General
State of North Carolina

STEVE MARSHALL

Attorney General
State of Alabama

MARK BRNOVICH

Attorney General
State of Arizona

XAVIER BECERRA

Attorney General
State of California

WILLIAM TONG
Attorney General

State of Connecticut

KARL A. RACINE

Attorney General

District of Columbia

Sprint

U.S. Cellular

Windstream Services, LLC

GORDON J. MACDONALD

Attorney General
State of New Hampshire

CURTIS T. HILL, JR.
Attorney General
State of Indiana

KEVIN G. CLARKSON
Attorney General
State of Alaska

LESLIE RUTLEDGE
Attorney General
State of Arkansas

PHIL WEISER
Attorney General
State of Colorado

KATHLEEN JENNINGS
Attorney General
State of Delaware

ASHLEY MOODY
Attorney General
State of Florida

Signatories to Anti-Robocall Principles
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CHRISTOPHER M. CARR
Attorney General
State of Georgia

LAWRENCE G. WASDEN
Attorney General
State of Idaho

TOM MILLER
Attorney General
State of lowa

ANDY BESHEAR
Attorney General
Commonwealth of Kentucky

AARON M. FREY
Attorney General
State of Maine

MAURA HEALEY
Attorney General

Commonwealth of Massachusetts

KEITH ELLISON
Attorney General
State of Minnesota

ERICS. SCHMITT
Attorney General
State of Missouri

DOUGLAS PETERSON
Attorney General
State of Nebraska

GURBIR S. GREWAL
Attorney General
State of New Jersey

Signatories to Anti-Robocall Principles

CLARE E. CONNORS
Attorney General
State of Hawaii

KWAME RAOUL
Attorney General
State of Illinois

DEREK SCHMIDT
Attorney General
State of Kansas

JEFF LANDRY
Attorney General
State of Louisiana

BRIAN E. FROSH
Attorney General
State of Maryland

DANA NESSEL
Attorney General
State of Michigan

JIM HOOD
Attorney General
State of Mississippi

TIM FOX
Attorney General
State of Montana

AARON D. FORD
Attorney General
State of Nevada

HECTOR BALDERAS
Attorney General
State of New Mexico
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LETITIA A. JAMES
Attorney General
State of New York

DAVE YOST
Attorney General
State of Ohio

ELLEN F. ROSENBLUM
Attorney General
State of Oregon

PETER F. NERONHA
Attorney General
State of Rhode Island

JASON R. RAVNSBORG
Attorney General
State of South Dakota

KEN PAXTON
Attorney General
State of Texas

T.J. DONOVAN
Attorney General
State of Vermont

ROBERT W. FERGUSON
Attorney General
State of Washington

JOSHUA L. KAUL
Attorney General
State ofWisconsin

Signatories to Anti-Robocall Principles

WAYNE STENEHJEM
Attorney General
State of North Dakota

MIKE HUNTER
Attorney General
State of Oklahoma

JOSH SHAPIRO
Attorney General
Commonwealth of Pennsylvania

ALAN WILSON
Attorney General
State of South Carolina

HERBERT H. SLATERY 1
Attorney General
State of Tennessee

SEAN D. REYES
Attorney General
State of Utah

MARK R. HERRING
Attorney General
Commonwealth of Virginia

PATRICK MORRISEY
Attorney General
State of West Virginia

BRIDGET HILL
Attorney General
State of Wyoming
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